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Abstract- The operational characteristics of ubiquitous
computing environments (UbiCom) generate new access control
requirements which existing classical access control models fail to
support efficiently. However, the Usage Control (UCON) family
of models introduces components and mechanisms that seem to
be able to partially match the specific requirements imposed by
UbiCom environments. In this paper, an evaluation of current
access control models based on a brief study of UbiCom access
control requirements is presented. Then, a new access control
approach that extends UCON towards a differentiated utilization
of attribute mutability for easiness of administration, better

performance and lower operational cost in UbiCom
environments is proposed.
Keywords- access control; ubiquitous computing; UCON;

context; attribute mutability.

. INTRODUCTION

Over the last years a lot of devices with small dimensions
and remarkable computing capabilities have been presented.
Such devices are able to communicate with each other even in
the absence of an infrastructure network, through the creation
of mobile ad-hoc networks (MANETS). Additionally, most of
these devices use sensors to capture values of parameters that
characterize the execution environment, in order to provide
personalized functionality without user’s conscious mediation
[1]. Such computing environments are coming closer to Mark

Weiser’s [2] vision concerning ubiquitous computing
(UbiCom).
Traditional access control approaches, e.g. Mandatory

Access Control (MAC), Discretionary Access Control (DAC)
and Role-Based Access Control (RBAC) [3-4], base their
decision making on user’s static credentials like identity, rank
or role set. However, using an access control decision
mechanism based only on static user credentials is not
appropriate in UbiCom since users are either anonymous or
there is no knowledge about their previous behavior. Moreover,
since transactions in UbiCom can take place in a variety of
environments, access control does not only depend on the
identity of the requestor but may also vary due to
environmental factors, for example user’s location or
transaction’s time period.

Instead, a more appropriate approach is the use of
properties (attributes) that characterize not only users and
resources but also the environment in which the action takes
place. The UCON model presented by [5] uses subject and
object attributes in the access control decision making process
and provides the capability not only to control attribute
information before but also during the execution of the
permitted access. Furthermore, attributes in UCON can be
either immutable or mutable as a result of such a permitted
access to information or other resources.

The large number of subject and object attributes, as a
result of portability and mobility, along with the vast amount of
environment and systems (contextual) information, usually
collected through networked sensors, have increased
significantly the complexity of access control decision
mechanisms in UbiCom. Furthermore, the mutability of
attributes combined with frequently changing systems and
environmental values imposes a high operational cost to
UbiCom access control systems. This paper aims to propose an
approach that utilizes attribute and context mutability in order
to eliminate operational cost for access control decision making
in UbiCom environments. Section Il presents a brief study of
access control requirements in UbiCom through a motivating
scenario and related literature. Section Il discusses the
advantages and disadvantages of the dominant families of
access control models of latest years: RBAC and UCON.
Section 1V proposes a classification of attributes based on their
mutability and the corresponding use of this classification in a
new access control framework that extends UCON. Section V
concludes and outlines future directions.

Il.  ACCESS CONTROL REQUIREMENTS

To obtain the access control requirements arising from
ubiquitous computing environments, the following scenario is
used. In a research institute, employees and potential visitors
use PDA's for everyday operations. The user’s position is
captured though sensors. Users can use the appliances of the
institution, if applicable based on a set of rules. These rules
might consist of context information as the user's physical
presence in the room, where the machine is located or time
constraints such as working hours. It is also possible for the



employees of the institution to request usage resource of
another institution.

The characteristics of UbiCom environments, as described
in [6-8] and presented through the previous scenario, introduce
a series of requirements for access control models, mechanisms
and policies, as follows:

e Support of partially unknown-users

As described in the scenario, users may not be employees
of the institution, so their identity might be unknown. As a
result, it is necessary that the establishment of an access
control decision may not be based using only the user's
identity but also the user’s attributes [8]. This gives greater
flexibility in the access control system to support partially
unknown users. Both attributes assigned in the form of
credentials and also history information of transactions with
other authenticated users can lead to the creation of trust [9-
10]. Trust among users can be used for setting access
control decision criteria.

o Cooperation among heterogeneous entities

A typical requirement, which derives from the scenario and
also has been reported in earlier work [11], is the desirable
cooperation among different administrative authorities. In
the extreme situation, every user is an authority by its own.
In order to achieve collaboration, a common language for
the description of access control policies and entity
attributes, is necessary [8].

e Using context information

Another requirement, which derives from the scenario and
also has been reported in earlier work [12-15], is related to
the use of contextual information during the access control
decision making process. The existence of a mechanism
responsible for the accurate in-time collection [16] and
evaluation [17] of contextual information before its use, is
essential. Additionally, access control policies should have
the ability to incorporate context modeling and conditions
in their rules [18].

e Adaptation of operation changes

A core feature of UbiCom environment is the frequently
modification of their operational characteristics. This is due
to the dynamic nature of contextual information (time,
entities co-located, available bandwidth, etc.), constant
user’s movement and applications, data and devices
availability [7]. This fact imposes the existence of the
capability of decision mutability even during the usage of
resources, as described by the usage control model. For
example, an employee in our scenario should not have
access to the assets of the company during non working
hours, or when he moves from one room to another.
Additionally, policies should be altered as a result of
environmental changes [19-20].

e Protection of privacy

One of the requirements, which to a large extent will
determine the success of UbiCom environments, is the
protection of privacy [6]. Portable devices are used by users

in all aspects of their daily life and not just for professional
reasons. Consequently, disclosure of user’s personal
information will have a major impact on them. Users must
feel that they control their personal data without requiring
this procedure a great effort from them. Research work
concerning the protection of privacy in UbiCom was
published in [21]. Moreover, contextual information
collected by networked sensors must also be protected as
part of user’s personal information [22].

e Ease of administration

The new computing paradigms realized in UbiCom
environments impose new requirements, since they support
a wide range of daily functions performed by users who
may not have enough knowledge of the technologies they
use for. One of these requirements is the need for automatic
generation of access control decisions [23] to such an extent
that their operation is not perceived by the user.
Additionally, access control policies must be declarative to
descriptive the complexity of these environments but also
simple enough to be supported by users with no prior
technical knowledge [24].

e Resource constrained operation

Furthermore, technologies used in UbiCom impose
limitations in the selected security solutions [7]. UbiCom
devices run on batteries and have limited computing
resources. Even the communication (usually wireless)
technologies and protocols provide limited bandwidth and
are characterized by frequent disconnections. The
constrained resources offered by UbiCom devices deter the
use of highly secure and complicated solutions (e.g. public-
key infrastructure - PKI). Thus, they demand the use of
lightweight solutions for access control models,
mechanisms and algorithms, in order to consume less
power, CPU and memory. Additionally, low bandwidth
creates the requirement to minimize the communication
overhead among participating parties.

IIl.  EVALUATION OF CURRENT ACCESS CONTROL MODELS

A. RBAC

One of RBAC’s main elements is the notion of role [3].
Each user is assigned to roles via a User to Role Assignment
(URA) relationship. Accordingly, the Permission to Role
Assignment (PRA) relationship entrusts permissions to roles.
Permissions in RBAC are a combination of an operation on a
specific object. Roles can be organized into hierarchies giving
the opportunity for senior roles to inherit permissions from
junior roles.

One of RBAC’s virtues [23] is the support of the
abstraction concept, which allows its use by a wide range of
applications. Furthermore, RBAC supports the principle of
least privilege, separation of users and permissions to role
assignments, and finally separation of duty, which enforces
restrictions on the roles that a user can be assigned to or
activate. Additionally, RBAC provides low operational cost
because its access control decision making is based only in the
possession of a role by a user. Moreover, the ease of



administration in RBAC model is a significant reason for its
great acceptance by professionals.

However, RBAC presents a number of disadvantages,
which researchers have attempted to eliminate with appropriate
extensions. One of these drawbacks is that RBAC fails to
support contextual information during the access control
decision making process [11-12]. In addition, the assignment of
users to roles, and roles to permissions is performed only
through the involvement of the system administrator, making
so nearly impossible the application of RBAC in distributed
environments with a vast amount of users, e.g. the Web [25].
Finally, new requirements for next generation RBAC models
[23] include the ability to control resources not only before but
also during access. Furthermore, future RBAC should support
the concept of accountability in case of deviation of a user from
the correct use of resources.

B. UCON

The UCON family of models [5] introduces eight core
components viz. subject, object, subject attributes, object
attributes, right, authorizations, obligations and conditions.
Subjects and objects are used in the same sense as in RBAC
but they are described by attributes. Access control rules are
classified into three categories: authorizations based on the
attributes of subject and object, obligations in the form of
actions that the user is required to accomplish before access,
and conditions to describe environmental and system related
restrictions that must be met.

A key advantage of UCON is the ability to enforce access
not only before but also during access. Also, support of
attributes during the access control decision allows a more
detailed control for the administrator. Finally, attribute
mutability feature makes possible the alternation of the set of
permissions that a subject can hold as a result of his actions.

Among the disadvantages of UCON is the lack of
administrative background work. Additionally, since the
process of access control decision making is based on
attributes, it produces a vast computational cost each time an
access is attempted. Furthermore, the use of attributes
generates complex access control policy rules. Finally, little
research [26] has been done on developing consensus on a
UCON application framework.

TABLE 1 EVALUATION OF RBAC & UCON

Model Advantages Drawbacks
o Ease of administration e PRA, URA with
o Large implementation base administrator support
RBAC o Separation of URA & PRA | e Course grained access
e Separation of duty control
o Least privilege e Lack of context support
o Control only before access
o Control before and during o Lack of Administrative
access models
UCON o Fine grained access control o High Operational cost
o Attribute mutability e Complex policies
o Small implementation base

The major advantages of the UCON family of models, as
depicted in Table 1, is the ability to support usage control and

attribute’s mutability, making UCON a proper candidate for
use in UbiCom environments. However, the high operational
cost imposed by UCON possibly makes its implementation
quite difficult in UbiCom constrained resource environments,
especially considering MANETS. Our research work aims to
propose a solution that is based on the core characteristics of
the UCON model but extends it with functionalities that meet
the requirements for access control in UbiCom environments,
as presented in the previous section, in order to achieve low
operational cost, simpler policies and ease of administration.

IV. THE PROPOSED APPROACH

A. All is attributes

Firstly, we introduce attributes for storing and manipulating
contextual information. For example, suppose that a policy rule
suggest that a user can have access to a remote server, only
during working hours. If the server is located to a country with
different time zone, time can be derived by the location either
of the user or the remote server. In the UCON family of
models, contextual information is used in conditions, and
separated from user and object attributes. However, context is
described as any information relevant to the interaction
between two entities, including entities themselves [27]. This
can lead to the conclusion that context is not irrelevant to the
entities such as subjects and objects, but it can be assigned
directly to them.

Stating that contextual information can refer directly or
indirectly to the subject or the object of access leads to the
selection of context representation using only attributes.
Consequently, the existence of conditions as specified in the
UCON model is no longer necessary. UCON authorizations
now must include rules that use not only attributes of subjects
or objects but also information of the environment and system
conditions referred to them.

Last but not least, the resolution of attribute values, which
describe contextual information, is performed using an
independent context middleware component.

B. Mutability degree

The values of the attributes that characterize objects and
subjects should not be considered unchanged. Rather, their
nature is variable due to contextual information. Contextual
information, described by the aforementioned attributes, is
expected to change frequently [28].

Attribute mutability as defined in UCON is another factor
that affects the values of attributes. According to the above
observation, a classification can be made based on the
frequency of changes of attribute values. Some attribute values
are frequently changing (i.e. time). Nonetheless, others are
changing rarely (i.e. a user’s age) and their value could also be
considered constant for a given time span. Thus, each one
attribute is characterized as frequently changed attribute (FCA)
and rarely changed attribute (RCA).

Based on the FCA and RCA classification, the following
extension to the respectively model is proposed, as depicted in
Fig. 1. Subjects (S), Objects (O), Rights (R), Authorizations



(A) and oBligations (B) are used with the same sense as in
UCON family of models. The values of attributes for subjects
and objects are collected either from the particular system or
the current environment. Subsequently, FCAs are used in the
definition of conditions. The second type of attributes (RCA) is
used for the automatic assignment of subjects and objects to
states, as frequently specified in the access control policy.
Access decision making is based on a combination of subject
states, object states and conditions.

The advantage of the proposed approach is that during the
access control decision process, only the evaluation of
conditions is required. Additionally, conditions evaluation is
not necessary if the required states are not assigned to subjects
or objects. State assignment is based on rules and is not
required to be performed for every access but in longer time
intervals. Consequently, the proposed approach requires low
operational cost for access decision. This is a key requirement
in UbiCom environments.

FCA' Conditions &
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States States

Authorizations Obligations
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Attributes
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System &
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Figure 1 Differentiated use of attributes based on their mutability

C. Access control framework

The proposed framework for access control in UbiCom is
defined based on the concepts of Access Decision Function and
Access Enforcement Function (ADF and AEF respectively)
[29]. ADF is the entity responsible for creating the access
control decision, while AEF for its enforcement. ADF is
composed by the Evaluator and Dynamic State Assignment
components. The Evaluator is responsible for the
communication with other entities and for the evaluation of
conditions. Dynamic State Assignment as its hame suggests
relates subjects and objects with states based on rules, which
use their RCA. The proposed access control framework is
illustrated in Fig. 2, as follows:

e The RCAs of every subject or object identified in the
UbiCom environment are sent to the Access Decision
Function, and more specifically to the Dynamic State
Assignment component. These attributes are processed

according to predefined rules in order to assign states
to corresponding entities.

e Subsequently, each time a subject asks to access an
object, it sends a request to ADF, including his FCAs,
the name of the object he wants to access and the type
of access operation.

e The Evaluator after receiving the access request
extracts the policy rules that authorize use of that
object.

e The Evaluator collects subject and object states from
the Dynamic State Assignment component, and checks
if the policy rules are satisfied. If not, a deny response
is propagated to the subject and AEF. Otherwise the
following steps are executed.

e Based on the Conditions used in the policy rules, the
included FCAs are denoted. The Evaluator collects
attribute values either by asking objects or from the
context middleware. Then, it calculates the predefined
conditions.

e Following, the Evaluator component calculates the
access control decision based on the subject and object
states and the conditions evaluated in the previous step.

e The final access decision is sent to AEF.

Access_object AEE Access_object
A
Access_decision
Req_access
FCA
RCA A
Evaluator
: S
Context v tates Policy Rules
Dynamic State /
Context Assighment
Middleware

ADF

Figure 2 Access control framework

V. CONCLUSION

The first objective of this study was to highlight the
requirements for access control systems in  UbiCom
environments. Based on the above requirements, the UCON
family of models was selected for use in UbiCom
environments, due to its capability to support continuity of
decision and attribute mutability. However, the dynamic nature
of contextual information and the vast amount of mutable
attributes result in high operational cost and complexity of the
supporting policy languages, thus making UCON difficult to be
implemented in UbiCom environments. To overcome these
problems, a new access control framework was presented, as
an extension to the UCON family of models. The access
control framework is based on a differentiated utilization of
attribute mutability, as a result of an alternative representation



of contextual information through subject and object attributes.
In addition, subject and object attributes are classified into two
categories to minimize the operational cost and speed up the
calculation of rights and finally the access control decision
making process in UbiCom environments.
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