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Abstract. The security related characteristics of entities, the contex-
tual information that describes them and the previous or concurrent
usages exercised in the system are the criteria that the Usage CONtrol
(UCON) family of models utilizes in the usage decision process. In this
paper, a detailed classification of the aforementioned criteria along with
a representative usage scenario for each category is presented, unveiling
a number of UCON’s limitations. In turn, a Use-based Usage CONtrol
(UseCON) model is proposed that provides, for the creation of a usage
decision, enhanced handling of information regarding context and previ-
ous or current usages exercised in the system. The enhanced capabilities
of the proposed approach are demonstrated and discussed with the use
of detailed application examples.
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1 Introduction

Controlling the access to the resources of a system is an essential requirement
for every computer security system [2]. Traditional access control models utilize
only a single criterion for the allowance of an access request, which is related to
the security characteristics of the subject and object involved in the requested
access [7]. More specifically, whenever a subject requests to access an object, the
subject’s clearance and the object’s classification in Mandatory Access Control
(MAC) models [8], the subject’s identity in Discretionary Access Control (DAC)
models [6] and an activated role from a set of authorized to the subject in
Role Based Access Control (RBAC) models [9], are being utilized accordingly.
Attribute based access control approaches [4] provide enhanced flexibility, when
compared to the aforementioned access control models, by utilizing a number of
subject and object security related characteristics, which are expressed in the
form of attributes.

The Usage CONtrol (UCON) family of models [5] provides an integration
of traditional access control, digital rights and trust management. Moreover,
UCON encompasses attribute-based characteristics, along with the concepts of
continuity of decision and attribute mutability. Through the utilization of con-
tinuity of decision in UCON, access control to a resource is being controlled
either continuously through an ongoing rule, or only before an access is permit-
ted through a pre rule, as in traditional access control models. Therefore the
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term usage is preferred to be used instead of access. Moreover, the complexity of
modern computing environments requires the utilization of a number of criteria
during the usage control decision making process. UCON, employs three criteria
for the creation of a usage decision, namely, the security related characteristics
(henceforth called properties), contextual information and information regarding
previous or current usages of the system’s entities. However, whenever a subject
s requests the usage of an object o, the usage control decision making can be
based on either information related to s and/or o, or on information related
to other system entities (e.g. father’s properties may have an influence on the
son’s permissions), and henceforth mentioned as direct and indirect entities of
the requested usage, respectively.

Despite the fact that the usage control decision making process in UCON uti-
lizes all the three criteria, these are commonly related only to the direct entities.
Additionally, the attribute mutability mechanism of UCON introduces a number
of limitations regarding the utilization of information about previous/current
system usages. For example, no information about previous requested usages
that were denied is recorded and no discrimination is done between the usages
that have been revoked by the usage control system and the usages that have
been terminated by a subject’s request. Consequently, attribute mutability is
unable to support a policy rule that is based on historical information regarding
revoked usages. Moreover, modern computing environments present novel and
complicated usage modes performed on objects by subjects, which are poorly
supported through right entities in UCON. These complex operation modes
require additional information that is essential for their execution, unlike the
simple and straightforward operation modes that were previously supported by
traditional access control models, e.g. read, write and execute operations in an
operating system. For example, a banking transaction encompasses additional
information, which is necessary for its operation, like the amount of transfer, the
execution date etc.

This paper continues with a detailed categorization of the usage decision cri-
teria utilized in UCON along with representative usage scenarios. Additionally,
Sect. 2 highlights the challenging issues of utilizing the usage decision criteria
in UCON. Section 3 proposes a new usage control model that extends UCON
in order to provide mainly an enhanced utilization of the usage decision criteria
and support for complicated usage modes. Application examples of the enhanced
capabilities of the proposed model are presented in Sect. 4, and our conclusions
are given in Sect. 5.

2 Utilization of Decision Criteria in UCON

UCON is a next generation access control model capable of evaluating a number
of usage decision criteria for the allowance or not of a usage request. Neverthe-
less, a limited utilization of the aforementioned criteria, related to the indirect
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entities, is being noticed. A detailed description of the criteria’s utilization, along
with corresponding representative usage scenarios®, follows.

2.1 Security Characteristics of Entities

Security characteristics of system entities in UCON, are associated with sub-
ject and object attributes. These attributes are utilized by functional predicates
(authorizations) that are evaluated for the usage decision. An example of a us-
age scenario, where only the subject’s and object’s properties are taken into
consideration during the usage decision making process, is implementation of a
MAC policy in UCON as presented in [5]. More specifically, in a system that
implements a MAC policy the following rules apply:

Usage Scenario 1. A clearance attribute is assigned to all the subjects of the
system. Moreover, a classification attribute that shares the same value domain
with clearance, is also assigned to all the objects of the system. A relation exists
between the values of clearance and classification, thus creating a form of hier-
archy. Consequently, a subject can read an object only if its clearance overcomes
the object’s classification. In addition, an object can be written by a subject only
if its classification overcomes a subject’s clearance.

Implementing the usage scenario 1 in UCON requires the utilization of au-
thorization predicates that are evaluated on subject and object attributes. It is
worth mentioning that UCON utilizes attributes for two purposes. More specif-
ically, UCON does not only associates the entity’s properties into the attribute
values but also records into them the execution of system usages through the
attribute mutability mechanism. Nevertheless, the values of the attributes that
associate the properties of the entities are not updated automatically by the
usage control system (update procedures) but only after the intervention of an
administrator.

A limitation in UCON’s authorizations is the fact that only the attributes
from the direct entities are utilized. Nevertheless, in modern access control sce-
narios, it is possible that properties from indirect entities could also affect the
authorization evaluation. A representative usage scenario that falls into the latter
category is the following:

Usage Scenario 2. Bob is a subscriber to a golf club that provides an amuse-
ment park for the children of its members. Bob’s daughter, Alice is permitted to
use all the available toys except from the carousel. Alice is permitted to use the
carousel only if her father (Bob) is a member of the golden club category.

When attempting to support the usage scenario 2 in UCON, Alice and
carousel are considered to be the direct entities of the requested usage. How-
ever, during the usage decision making process, the values of Bob’s attributes

1 All the usage scenarios presented in this paper refer to pre authorization policy rules.
However, the same criteria can also be applied to ongoing authorization rules.
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(e.g. his golden category membership) are also required. Due to the fact that Bob
is an indirect entity, his attributes are not directly utilized in the correspond-
ing authorization predicate. Nevertheless, if Alice is supported by an attribute
“father” (that is assigned with the value of “Bob”) then UCON is capable of
resolving Bob’s attribute values and consequently utilize them for the usage
decision.

2.2 Contextual Information

Contextual information in UCON is associated with special system variables,
which are entitled condition variables. These variables are utilized in condition
predicates in order to create a usage decision. A usage scenario, as originally
presented in [5], that requires the utilization of contextual information for the
creation of the usage decision follows:

Usage Scenario 3. The members of an institution are categorized into “fac-
ulty” and “student”. The same categorization is also applied to the institution’s
areas. A member of a specific category (e.g. faculty) can exercise a right only in
areas having the corresponding label (e.g. faculty areas).

The presented approach in [5], proposes the evaluation of condition predi-
cates that contain condition variables, which associate the location information
with direct entities. However, in case where contextual information that is asso-
ciated with the indirect entities is required for the usage decision, UCON seems
to be incapable of resolving which condition variable represents the contextual
information that is related with a particular system entity. A usage scenario
where contextual information, which is associated with the indirect entities, is
utilized for the usage decision follows:

Usage Scenario 4. The doctors in a hospital are categorized into “seniors”
and “juniors” in respect of their operational experience. Fvery “junior” doctor
is supervised by a corresponding “senior” doctor. Whenever a “junior” doctor,
named Alice, sets a request for the execution of a specialized operation, e.g. an
open heart surgery, a policy directive requires the physical coexistence of Alice’s
“senior” doctor supervisor, named Bob.

A policy rule in UCON that models the usage scenario 4 requires the com-
parison between two locations represented by two separated condition variables.
The problem arises from the fact that Bob is an indirect entity. In such a case,
specifying in UCON the particular condition variable that represents Bob’s loca-
tion seems to be impossible. In usage scenario 4, Alice is the direct entity of the
usage request and only information related with her is utilized for the usage de-
cision (condition). Even if UCON can represent with an Alice’s attribute the fact
that Bob is her supervisor, it is not possible to link at the same time Bob with a
condition variable that represents his location. A solution could be provided by
utilizing a number of condition variables that represent contextual information,
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which are irrelevant with the direct entities of the usage (e.g. “subjectsSuper-
visorLocation” may be the condition variable that represents the location of
Bob). However, in a system with a large number of condition variables, such an
implementation could result in a very complicated usage control system.

2.3 Historical Information of Usages

There are cases where historical information of previous or current usages exe-
cuted by the direct entities, are needed to be utilized for usage decision. A usage
scenario, where the previous usages of a subject may affect the allowance of a
new usage requested by the same subject, is the following:

Usage Scenario 5. An on-line collaborative educational software provides to its
members the capability to post questions that can be answered by other members.
However, a policy rule requires that a member is allowed to set a new question
only if he had previously provided at least two answers to questions of other
members.

UCON is capable to support usage scenario 5 either through authorizations
that incorporate attribute update procedures or through obligations. Specifically,
if answering a question is considered to be a system usage, then each time a
member provides an answer, the value of an attribute that records this usage is
being updated (attribute mutability). Consequently, an authorization predicate
is evaluated, based on the value of the aforementioned attribute, to allow or
not to the posting of a new question. More specifically, attribute mutability
in UCON actually implements a mechanism that records the allowed system
usages in attributes of direct entities. For example, every time a user listens to
a music file, a specific attribute of her is being updated. The values of these
attributes do not represent security characteristics of entities and are updated
automatically by the attribute mutability mechanism. As a result, information
about allowed usages is utilized for usage decision. However, attribute mutability
faces a number of issues. Firstly, it provides limited knowledge regarding the
system usages (only the allowed ones that contain attribute updates). Secondly,
attribute mutability complicates the policy administration process by adding
attribute update procedures to policy rules.

Giving an answer to the question in usage scenario 5, can be considered as
an obligation operation that must be executed twice as a criterion for allowing a
usage request to post a new question. Obligation operations in UCON also repre-
sent usages that are exercised by subjects on objects. However, these obligation
operations are discriminated from normal system usages because they are not
controlled by a decision factor (Authorization, oBligation or Condition) and can
be performed whenever required [10]. Nevertheless, in modern computing envi-
ronments, it is possible for the usage decision to be dependent on past usages of
indirect entities. A usage scenario that falls into this category is the following:

Usage Scenario 6. In a research institute, a presentation room is equipped
with both an interactive board and a media player. A policy rule requires that
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an employee is permitted to access the media player only if there is mo other
presentation in progress (usage of the interactive board) in the same room.

Usage scenario 6 can be modeled only through UCON’s obligations and not
through authorizations that incorporate attribute mutability update procedures
(as happened with usage scenario 5). Authorizations with attribute mutability
fail to model scenario 6 because only the attributes of the direct entities of a usage
are being updated. Moreover, authorizations utilize only attribute values from
direct entities. Thus, the usage of the media player in usage scenario 6 without
the utilization of obligations, seems to be impossible. However, a significant
drawback of obligations is the lack of a feasible fulfillment mechanism, as it is
mentioned in [3].

Therefore, we summarize the utilization of UCONs usage decision criteria in
Table 1, based on the analysis performed in the aforementioned scenarios. The
usage decision criteria are represented as rows on the left side of the table. These
are, as identified, the properties, context (contextual information), and history
(information regarding previous or concurrent usages) of the system entities.
The far right two columns of the table represent the origin of the aforemen-
tioned criteria, which can stem from either a direct or an indirect entity. Thus,
each usage decision criterion, originating from an entity, is utilized by UCONs
decision factors that are expressed in the corresponding cell. Each UCON de-
cision factor is represented by a letter (Authorization, oBligation, Condition)
combined, if required, with the attribute mutability mechanism. For instance, if
a usage decision criterion is based on historical information stemmed from direct
entities, then UCON is capable of utilizing it by using either authorizations with
attribute mutability (A-+m) or obligations (B).

Table 1. Utilization of decision criteria in UCON

Direct Indirect

entities entities
Properties A A
Context C -
History A+Bm, B

3 The proposed UseCON model

The UCON family of models [5] is mainly characterized by fine grained control of
resources, support for continuity of decision, and attribute mutability. However,
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as it is highlighted in the previous section, UCON presents a number of limita-
tions regarding the utilization of criteria originating from indirect entities. In the
rest of this section, the proposed Use-based usage CONtrol (UseCON) model is
presented, as an approach to overcome the previously mentioned limitations in
modern computing environments.

3.1 Elements

The UseCON model consists of three elements viz. entities, attributes and autho-
rizations. An entity is associated with attributes and authorizations are utilized
as usage decision factors.

Entities. We define the set of entities (E) containing all the entities e;,i =
1,2,...,n, of a system, in the form of subjects (s), objects (o), actions (a) and
uses (u). Subjects are entities that request to exercise operations on objects. A
subject can be a human, a device or a software agent acting on behalf of a human.
Objects can be physical entities, logical entities or services (e.g. a printer, a file
or a database migration service). An entity operating as a subject in one usage
may be the object in another usage [11]. Actions are entities that represent the
operations that subjects can exercise on objects. The types of subjects or objects
determine the types of the actions that can be exercised on them. For example,
in case of a file, a list of possible actions could be read, write and execute.

A core entity of the UseCON model is the use entity. A use materializes all
the characteristics of a usage that are critical for the decision making process.
A use actually records the relation between the subject, object and action of a
particular usage. The information contained in a use is not predetermined but
is composed at the time of a usage request. The use entity that materializes the
usage under consideration is the direct use while all the others are indirect uses.

Attributes. Subjects and objects are associated with security-relevant charac-
teristics and capabilities, called attributes. In addition, contextual information,
which in UCON is stored in condition variables [5], is associated in UseCON
with subject or object attributes. In order to support complicated operations
in modern computing systems, it is required for actions to be associated with
attributes, too. An example of an action attribute in a file-related operation
(e.g. write), could be an encryption key. Uses also have attributes in order to
encompass information that is related to a combination of subject, object and
action (e.g. the price of a service).

The set of entity attributes (EA) contains the attributes ea;,i = 1,2,...,m
of all entities. A relation ATT(e;) denotes the association of an entity e; € E
with a tuple of attributes. We adopt the function notation in order to represent
the value (range) that is assigned to an attribute (function) of a specific entity
(domain). For example, in the expression Age(Alice) = 34, ’Alice’ is an entity
that has been associated with an attribute Age having a value of ’34’. Every
subject, object and action is associated with an id attribute, which has a unique
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value that remains constant during the life cycle of the usage control system [10].
When an instance of a use is created, it is associated with a tuple of attributes
<sid, oid, aid> that have the same values with the particular id attributes of
the direct entities (s, o, a) of the usage materialized by the use. Moreover, an
additional time attribute is associated with each use 2. The tuple <sid, oid, aid,
time> is unique for each use (the usage of a subject on an object with an action
at a specific time is also unique) and consequently operates as the identifier of
the use.

Each use is further associated with a state attribute, which embodies the
accomplished status of the usage in progress, as it is described in [10] and aug-
mented in [1]. The state attribute represents the current state of a usage, as
depicted in Fig.1, and each time it receives one of the following values:

— Requested: On a request for a usage, appropriate attributes are associated
with the use and proper values are assigned to them. The pre-authorization
rules, which govern the requested usage, have not been evaluated yet.

— Activated: The requested usage has been allowed, as a result of successfully
fulfilled pre-authorization rules, and is being executed.

— Denied: The requested usage has been denied, because it failed to satisfy the
pre-authorization rules.

— Stopped: The allowed / ongoing usage has been terminated by the system
due to a violation of an ongoing authorization rule.

— Completed: The usage that has been completed due to a subject’s interven-
tion.

Usage
Continuation

Usage i N Usage S \ Usage

Request N\ Allowance ‘/ \ Completion
| Requested || Activated t
\ / \ /

/

S N

Usage Usage
Denial Termination

Stopped

Fig. 1. Use state-transition diagram

Authorizations. UseCON’s usage decision factor is authorizations. Authoriza-
tions are able to utilize all the three criteria described in the previous section,

2 The value of the time attribute could vary from the time of usage request to the
time of usage termination/completion and is left open as an implementation choice.
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regardless they are originating from direct or indirect entities. A detailed de-
scription of authorizations follows:

— Attribute dependent Authorizations: AdAs are functional predicates
that are evaluated on entity attributes. However, attribute values in UseCON
contain both properties and contextual information of entities, excluding
historical information of usages (as introduced by the attribute mutability
mechanism in UCON).

— Usage dependent Authorizations: In UseCON, all the system usages
are recorded with the help of the use entity. UdAs are functional predicates
that are evaluated on historical information of usages. Thus, a requested
usage can be permitted only if another usage has been previously exercised.
For example, an UdA can model a policy rule requiring that a student can
present the work of his team if and only if he has previously been registered
in the system. However, UseCON’s UdAs are able to support more compli-
cated rules. Hardening the previous example, it may be required that the
presentation of a team’s work by the student is allowed if any member of his
team has already been registered. UdAs are more flexible to utilize historical
information of usages compared to UCON’s authorizations combined with
attribute mutability, due to the fact that they support historical information
from both direct and indirect entities.

Associating contextual information with entity attributes, results in the re-
placement of UCON’s conditions with authorizations. Moreover, operations re-
quired by UCON’s obligations are handled as usages in UseCON. Therefore,
exercising obligation operations in UseCON is verified by searching the history
of indirect use. It is worth mentioning that post obligations, which are opera-
tions that must be fulfilled after the termination of a usage, are not supported
by the proposed model and they are considered to be an administration issue.
The UseCON elements and their relations are depicted in Fig.2.

yZ A
Subjects CUsage dA)
N\ —

Attributes

. i —

N\ Usage AN Policy Rules
Actions ) Decision Uses || | o o >
Engine /,
N - /, E B ,:///
VRN A

Objects \/Attribute dA>
N \\

Fig. 2. UseCON usage control system



10 A Use-based Approach for Enhancing UCON

3.2 TUseCON sub-models

UseCON utilizes only AdAs and UdAs as factors for usage decision. Applying
continuity of decision results in four UseCON sub-models, as follows.

Pre-Attribute dependent Authorizations (preAdA). A subject is permit-
ted to exercise an action on an object if a predicate preAdA is satisfied. There
is no further (ongoing) control after the usage’s allowance. More specifically, a
preAda rule is defined as predicate that utilizes the attributes of the use that
materializes the requested usage as follows 3:

allowed(s,0,a) = preAdA (ATT (u)) (1)

Pre-Usage dependent Authorizations (preUdA). A preUdA rule utilizes
historical information of usages. More specifically, a preUdA rule is defined as a
predicate that utilizes the attributes from both the direct use (u) and the indirect
uses (1’). The number of the indirect uses that fulfill the preUdA predicate should
satisfy a relational condition (less, greater or equal) with a specified natural
number. The semantics of a preUdA rule is as follows:

allowed(s,0,a) = |{u’ € U: preUdA (ATT (u), ATT(u'))}| @ k (2)

In the previous notation, k£ € IN, the symbol ® is replaced by a relational
operator, U is the set of use entities and | B| denotes the number of elements of
set B.

Ongoing-Attribute dependent Authorizations (onAdA). An onAdA rule
utilizes the same elements with preAdA and is defined as follows:

allowed(s, 0,a) = true

3

stopped(s, 0,a) < —~onAdA(ATT (u)) ®)

The semantics of an onAdA functional predicate are the same with a preAdA
one.

Ongoing-Usage dependent Authorizations (onUdA). An onUdA rule uti-
lizes the same elements with preUdA and is defined as follows:

3 A predicate is also able to utilize the attributes of the direct entities, by applying
the reverse id™' function (e.g. id~"(sid(u)) = s) on the id values of the entities a.
Moreover, if the value of an attribute from a direct entity is the id of an indirect
entity then a predicate can also utilize its attribute values for the evaluation. The
same applies to all UseCON’s sub-models.
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allowed(s, 0,a) = true

stopped(s,o0,a) < |{u’ € U: onUdA(ATT (u), ATT(u'))}| @ k @

The semantics of an onUdA functional predicate are the same with a preUdA
one.

4 Examples of UseCON Enhanced Capabilities

UseCON model enhances UCON’s fundamental design guidelines as continu-
ity of decision and attribute based usage control by introducing a number of
innovative modeling decisions. Specifically, UseCON directly associates entities
with contextual information and also replaces UCON’s rights with actions en-
hanced with attributes. The aforementioned decisions in combination with the
augmented utilization of historical information through the support of the new
use entity, results in enhanced capabilities, as demonstrated in the following
examples.

4.1 Abstraction of actions

In UCON;, rights correspond to permissions for subjects to execute usage func-
tions on objects. However, rights are not described with attributes. The replace-
ment of UCON’s simple rights with UseCON’s actions described by attributes,
provides enhanced capabilities, as follows.

Simplifying the administration of policy rules. A UCON policy rule gov-
erns the allowance either for a specific right or all rights. Thus, every time a
new right is introduced in the security system, the policy administrator should
most likely create a corresponding policy rule that permits its usage. However,
in a computing environment that encompasses a great number of rights, policy
administration is becoming a complicated process. In UseCON, the description
of actions by attributes provides the policy administrator with the capability to
govern the allowance of a set of actions by a single policy rule, as presented in
the following example.

Example 1. A company that offers location discovery services provides the ca-
pability to its customers to require the location of an object. A customer, ac-
cording to his classification, can request the location of an object with a desired
accuracy level. For example, members of the “golden” category might request the
location of an object with an accuracy expressed in meters, while reqular users
are able to request the location of an object in kilometers.

Modeling example 1 in UCON requires the creation of a unique right entity
for each accuracy level of the location discovery service. Moreover, the policy
administrator must create an additional policy rule (authorization, condition or
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obligation) that governs the allowance of the particular right’s request. Hence,
it is impossible with UCON modeling to create a policy rule that governs the
allowance of a subset of rights e.g. rights that model location discovery services.

However, the replacement of UCON rights with UseCON actions associated
with attributes provides the capability to model the relation that possibly exists
between actions. More specifically, in example 1, every action is associated with
an attribute, named type. Actions that refer to location discovery services have
a unique type attribute value e.g. ”LocService”. Thus, by utilizing the value of
type, a policy rule is able to govern the allowance of all the actions that represent
location discovery services.

The UseCON modeling of example 1 results into the following preAdA rules:

accuracy : A — W Location accuracy level supported by the service
category : S — C  Customer’s category. “Premium” or “Regular”

type : A—=T Type of service. “LocService” for location discovery
allowed(s,0,a) = type(a) = “LocService” A category(s) = “premium”
allowed(s, 0,a) = type(a) = “LocService” A category(s) = “regular”
A accuracy(s) = “kilometers”

The first preAdA rule governs the allowance of two actions (location discovery
service with accuracy level of kilometers and location discovery service with ac-
curacy level of meters). The additional accuracy attribute utilized in the second
preAdA rule represents the accuracy level of the location discovery service e.g.
"kilometers” or "meters”.

Negotiating action parameters. The use of action’s attributes in UseCON
does not only simplify the policy administration process, as mentioned previ-
ously, but also provides enhanced capabilities for negotiating the action param-
eters of a usage request.

In UCON, a subject is able to request the usage of a specific right but it is
not possible to request a ”generic” right, e.g. the location of an object without
specifying particular accuracy requirements. However, the utilization of the at-
tribute type, as introduced in UseCON modeling of example 1, is further able
to provide to subjects the capability to request the execution of a usage by only
specifying the type of the action. Therefore, the subject of example 1 may re-
quest the execution of any action that contains the value “LocService” in the
type attribute. When the UseCON decision creation engine receives such a re-
quest, it evaluates the policy rules that govern the allowance of actions with the
specific value in the attribute type. Consequently, the usage control system does
not respond with a simple allow or deny message, but with a list containing
all the suggested actions that the subject is permitted to exercise. Thus, if the
returned list is not empty, the subject can select the action that satisfies her
needs and send a new request. The sequence of messages exchanged between the
subject and the UseCON usage decision engine is depicted in Fig. 3.
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( . ‘/ UseCON Decision \\
( Subject ( |

\\‘, / \ Engine /"

Set initial request Request(s, o, type(a)="t") N Evaluate poIiFy rules for “t”
S type of action and send
Suggested(ay, a,...,an) response
Select a, and send new <«
request \Request(s,o,ak)

T Allow usage

Fig. 3. Sequence of messages for action negotiation

Supporting Action Hierarchies. Relevant actions can participate in an ac-
tion hierarchy. An example of action hierarchy in a hospital sector is presented in
[5] where an action “a doctor writes a remedy on a patients record” is considered
to be senior to the action “a doctor simply reads the patients medical history”.
The hierarchy of actions depends on the security policy of the particular usage
control system. However, the policy rule for a senior action dominates on the
policy rules for all its junior actions. A more detailed example is the following:

Example 2. The security policy of a hospital defines that only doctors can read
the medical history of a patient. However, altering a patient medical record is
permitted only to doctors that have the same specialty with the category of the
patient’s illness.

As UCON rights are not described with attributes, it seems impossible to
model the relations between them and form a hierarchy. In UseCON, however,
the classification of actions is possible through the utilization of action attributes.
Consequently, both the policy administrator and the usage control mechanism
are able to utilize such hierarchy information in order to enhance the expres-
siveness of the policy rules and to simplify the usage decision creation process,
respectively. For example, whenever a subject requests the usage of two directly
related actions, a proper usage control mechanism should evaluate only the pol-
icy rule that permits the senior action in the action hierarchy. In addition, in
UseCON modeling of example 2, the policy administrator is capable of creat-
ing a rule that permits the execution of a read action on a medical record of a
patient (a junior action), by examining if the requesting subject has previously
exercised a write action on the medical record of any patient (a senior action).
The modeling of example 2 with the use of a preUdA rule follows:

snr : A — 24 The set that contains the ids of the senior actions

allowed(s,0,a) =| {u' € U: status(u’) = “completed” A sid(u") = id(s) A
oid(u') = id(o) A aid(u') € snr(a) } | > 1
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4.2 Utilization of usage information

The introduction of the use entity in UseCON provides new capabilities to the
policy administrator. The utilization of use entities along with their attributes
values provides the capability for enhanced utilization of historical information
of usages and proper association of information to the system entities, as it is
presented in the following examples.

Supporting Transactions. Some properties are not related with a single en-
tity (subject or object), but with a combination of them. For example, an object
attribute in UCON is associating information originating either directly from
the object or from the right - object combination e.g. the price of the service [5].
Thus, if different rights can be exercised on an object, a separate price attribute
for every one of these rights should be created. In addition, a detailed analysis
unveils that the price of a service is actually associating information originating
form the subject - object - right combination. More specifically, different cus-
tomers may be charged with different prices for the execution of the same right
on the same object. Therefore, the association of properties in a usage control
system either with a single entity or with a usage is proposed. The former kind
of information is associated with the related entity attributes while the latter
with the corresponding use attributes.

While the values of entity attributes are set by an administrative operation,
the creation of use entities and their corresponding attribute values are not pre-
determined but they are accomplished during the operation of the usage control
system. More specifically, a subject entity and its attribute values are determined
before the execution of any usage. However, a use entity and its attribute values
are created only when a subject requests the corresponding usage. The values of
use attributes should be assigned with rules that are application dependent and
utilize the attribute values of the other entities participating in the usage. An
example of information that is associated with use attributes is related to trans-
actions. A transaction is a complicated system process that is composed from a
set of particular system usages. In the UseCON model, every usage is modeled
through a use entity that is associated with a transaction attribute. Uses that
belong to the same transaction can share the same value of the transaction at-
tribute. By utilizing proper values of use attributes, the policy administrator is
able to define usage control rules with enhanced expressiveness. An example of
the transaction attribute utilization in the creation of the usage decision follows.

Example 3. In an accounting office the whole set of usages that update the
files of a specific customer are forming a transaction. All these usages can be
performed by a number of different employees and may concern a number of
different files. However, because all these usages belong to the same transaction,
they should be covered with the same privacy statement executed once by a single
employee.

In the following preUdA rule that models example 3 in UseCON, the execu-
tion of a consent action by any usage of the transaction is examined:
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tr : U =T The name of the transaction where the usage belongs to

allowed(s,0,a) =| {u' € U: status(u’) = “completed” A tr(u") = tr(u) A

aid(u") = “consent” } | > 1

Enhanced utilization of historical usage information. Attribute mutabil-
ity in UCON presents a number of limitations. For example, an attribute update
procedure is executed only after the allowance of a requested usage. Thus, the
denied usage requests are not recorded and information regarding such facts is
not utilized for subsequent usage decisions. In addition, in an UCON ongoing
rule, the same attribute update procedures will be executed if either the usage
has been terminated by the subject or revoked by the usage control system, due
to the ongoing rule violation. Consequently, UCON is incapable to discriminate
the usages terminated by the subject from those revoked by the usage control
system.

The UseCON model provides with comprehensive knowledge about the pre-
vious system usages through the utilization of the use entity. More specifically,
the state attribute of a use entity provides the ability to discriminate between
requested, active, denied, revoked and terminated usages. Such information can
be utilized for future usage decisions. An example, where information about
previously revoked usages is used for the creation of the usage control decision
follows.

Example 4. In a Digital Rights Management (DRM) system there is an up-
per bound limit on the number of simultaneous usages of an object by subjects.
Whenever the mazximum number of usages of an object is exceeded, several re-
vocation strategies can be applied [5]. However, as a mean of policy fairness,
the execution of a usage that has been previously revoked by the system is freely
permitted without the evaluation of additional policy rules.

The corresponding preUdA rule that implements the policy described in ex-
ample 4 follows:

allowed(s,0,a) =| {u' € U: status(u") = “revoked” A sid(u') = sid(u) A
aid(v') = aid(u) A oid(u") = oid(u)} | > 1

5 Conclusion

In this paper, we highlighted through representative usage scenarios the addi-
tional requirements that are posed when attempting to utilize the UCON family
of models in modern computing environments. A classification of usage decision
criteria, originating from either direct or indirect entities, highlighted the limita-
tions of UCON model and spotted the necessity for a new use-based usage control
model. UseCON model presented in this paper, supports complicated operations
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and eliminates the restrictions imposed by the attribute mutability mechanism
regarding the utilization of historical information of usages. A number of ex-
amples were presented in order to demonstrate the enhanced capabilities of the
UseCON model. The simplification of the policy administration process and the
support of enhanced policy rules regarding their expressiveness, are included
in the advantages of the proposed model. Moreover, the new characteristics of
UseCON can be utilized by properly designed usage decision mechanisms in or-
der to provide more sophisticated capabilities, as these are presented in the usage
negotiation and actions hierarchy examples. The detailed investigation and anal-
ysis of the performance implications, if any, of the UseCONs modeling decisions
is considered as future work.
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